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Disclaimer

● This presentation is for 
educational purposes only.

● I am not a lawyer even if I sound 
like one. Seek legal advice from 
someone who is.
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Overview
● Introduction
● Cognitive Bias
● Techniques
● Key Principles
● Countermeasures
● Closing Points to Remember



  

About Cody L. Hofstetter

From Software Pirate to Freedom Advocate



  

Death of the Dino



  

Social Engineers are
● Salespeople
● Marketers
● Teachers
● Professors
● You
● Me



  

When you try to sway someone’s 
thought or opinion

● You. Are. Attempting. To. Perform. Social. 
Engineering.

● Social engineering is just the newest term
● Computer Science/Security folks like 

pretending we’re the smartest so we call it 
“social engineering”

● Practically impossible to interact without 
influencing someone based on the simple fact 
your presence is providing input an individual 
must filter through their bias and interpret



  

● ALL social engineering techniques 
are based on cognitive bias  

● Systematic pattern of deviation from 
norm or rationality in judgment

● An individual receives objective input 
(Andy says hello) and creates their 
own "subjective social reality" from 
their perception of the input (Andy 
said hello, he must be friendly)

Cognitive Bias



  

● Attribution/Social biases
– An attribution (or attributional) bias is a 

cognitive bias that refers to the systematic 
errors made when people evaluate or try to find 
reasons for their own and other’s behaviors

● Decision-making, Belief, and Behavioral biases
– Belief formation, business/economic decisions, 

and human behavior in general. 
● Memory Error biases

– Enhances or impairs the recall of a memory or 
alters the content of a reported memory.

Cognitive Bias Types



  

● Naive Realism 
– Belief that we see reality as it really is – 

objectively and without bias 
● Ingroup bias

– Tendency for people to give preferential 
treatment to others they perceive to be 
members of their own groups (Us vs Them)

● Bandwagon Effect
– The tendency to do (or believe) things 

because many other people do

Cognitive Bias Examples



  

● Ben Franklin Effect 
– A person who has performed a favor for 

someone is more likely to do another favor for 
that person

● Framing Effect
● Drawing different conclusions from the same 

information, depending on how that 
information is presented

● Declinism
– Predisposition to view the past favorably and 

future negatively

Cognitive Bias Examples



  

● Forer (aka Barnum) Effect
– Tendency to give high accuracy ratings to “tailored” 

descriptions of their personality, but are in fact vague 
and general enough to apply to a wide range of 
people. E.g. cold readings, horoscopes, palmistry

● Confirmation bias
– Tendency to search for, interpret, and remember 

information in a way that confirms one's 
preconceptions

● Subjective Validation
– Perception that something is true if a subject's belief 

demands it to be true. Also assigns perceived 
connections between coincidences

●

Cognitive Bias Examples



  

● Risk Compensation/Peltzman Effect
– Tendency to take greater risks when perceived 

safety increases.
● Zero-risk bias

– Preference for reducing a small risk to zero over a 
greater reduction in a larger risk

● Ambiguity Effect
– Tendency to avoid options for which missing 

information makes the probability seem "unknown" 
aka People tend to pick outcomes with a known 
favorable outcome vs one that is unknown. 
Positive review or compliment to manager?

Cognitive Bias Examples



  

● Von Restorff Effect
– An item that sticks out is more likely to be 

remembered than other items 
● Anchoring or Focalism

– Tendency to rely too heavily, or "anchor", on one 
trait or piece of information when making 
decisions (usually the first piece of information 
acquired on that subject)

● Courtesy bias
– Tendency to give an opinion that is more socially 

correct than one's true opinion, so as to avoid 
offending anyone

Cognitive Bias Examples



  

Cognitive Bias Examples
● False Memory

– A form of misattribution where imagination is mistaken 
for a memory

● Illusory correlation
– Inaccurately remembering a relationship between two 

events
● Leveling/Sharpening

– Memory distortions introduced by loss of details over 
time (leveling). Often concurrent with sharpening 
(selective recollection of certain details taking on 
exaggerated significance). Both may be reinforced 
over time, and by repeated recollection/re-telling of a 
memory



  

Cognitive Dissonance
● Cognitive dissonance is the mental 

discomfort (psychological stress) experienced 
by a person who simultaneously holds two or 
more contradictory beliefs, ideas, or values. 
This discomfort is triggered by a situation in 
which a belief of a person clashes with new 
evidence perceived by that person. 

● When confronted with facts that contradict 
personal beliefs, ideals, and values, people 
will find a way to resolve the contradiction in 
order to reduce their discomfort.



  

● Baiting
● Phishing

– Spear & Whale
– Vishing

● Water Holing
● Pretexting
● Tailgating
● Quid pro quo

Techniques



  

● Real-world Trojan horse 
● Uses physical media
● Relies on curiosity or greed
● Attackers leave malware-infected physical 

media in locations people will find them 
(bathrooms, elevators, sidewalks, parking 
lots, etc.)

● May feature a corporate logo, available from 
the target's website (or USB drives picked up 
from conferences and trade shows)

Baiting



  

● Just inserting the media installs malware, 
giving attackers access to the target’s PC 
and, perhaps, the target company's internal 
computer network

● The classic USB thumbdrive drop labeled:
– Accounting Information
– Salary records
– Prototype designs
– Private/Confidential 
– Ex-girlfriend/Pictures of Ex

●

●

Baiting



  

● Phishing is a technique of fraudulently obtaining 
private information
– Typically the phisher sends an e-mail that 

appears to come from a legitimate business 
such as a bank or credit card company 
requesting "verification" of information

– The e-mail usually contains a link to a 
fraudulent cloned web page that seems 
legitimate by using company logos and content

– Has a form requesting information or a link to 
install malware

●

Phishing



  

● General phishing campaigns focus on 
sending out high volumes of generalized 
emails with the expectation that only a few 
people will respond.

● Spear - sending highly customized emails to 
selected end users (higher success rate)

● Whale – going after executives
● Spearing/Whaling success is highly 

dependent on the amount and quality of 
intelligence gained beforehand

●

Spear/Whale Phishing



  

Whaling example



  

● Vishing (voice phishing)
– Using social engineering over the 

telephone system. 
– Useful for reconnaissance purposes to 

gather more detailed intelligence on a 
target organization.

Vishing



  

● Rogue interactive voice response (IVR) 
systems
– Recreate a legitimate-sounding copy of a 

bank or other institution's IVR system
– Prompted (typically via a phishing e-mail) to 

call in to the "bank" via a provided number in 
order to "verify" information

– Transfer the victim to the attacker/defrauder, 
who poses as a customer service agent or 
security expert for further questioning

– E.g. Microsoft support scams

Vishing



  

● Capitalizes on trust users have in websites 
they regularly visit preparing a trap for the 
unwary “prey” at a favored watering hole

● Preparation involves gathering information 
about websites the targets often visit

● Target feels safe to do things they would not 
do in a different situation. 
– A person might purposefully avoid clicking 

a link in an unsolicited email, but the same 
person would not hesitate to follow a link on 
a website they often visit. 

●

●

Water Holing



  

● Using an invented scenario to engage a target in 
a manner that increases the chance the target 
will divulge information or perform actions that 
would be unlikely in ordinary circumstances

● Prior research (date of birth, company name, 
vendor lists, etc) can be used to establish 
legitimacy in the mind of the target

● This technique can be used to fool a business 
into disclosing customer information as well as by 
private investigators to obtain phone, utility, 
banking records and other information directly 
from company service reps

●

●

Pretexting



  

● The information gained can be used to establish 
even greater legitimacy under tougher 
questioning with a manager, e.g., to make 
account changes, get specific balances, etc

● Pretexting can also be used to impersonate co-
workers, banking personnel, clergy, or any other 
individual with perceived authority or right-to-
know in the mind of the target

● In some cases, all that’s needed is a voice that 
sounds authoritative, an ability to think on one's 
feet, and anticipate answers to questions that 
may be asked

Pretexting



  

DO NOT IMPERSONATE 
ANY GOVT OFFICIALS 

IT IS A FELONY CRIME



  

● When a person tags along with another 
person who is authorized to gain entry into a 
restricted area, or pass a certain checkpoint.

● "Tailgating" implies without consent 
● "Piggybacking" usually implies consent of the 

authorized person

Tailgating



  

● Quid pro quo is Latin meaning something for 
something:
– An attacker calls random numbers at a 

company claiming to from tech support. 
Eventually this person will hit someone with 
a legitimate problem. The attacker will "help" 
solve the problem and in the process have 
the user type commands that gives the 
attacker access or launch malware

– A good review or recommendation to a 
manager

●

●

Quid pro quo



  

1) Reciprocity

2) Commitment and Consistency  

3) Social Proof

4) Authority

5) Liking

6) Scarcity

7) Unity 

Key Principles



  

● The seven key principles are mainly derived 
from the work of Robert Cialdini

● Retired Professor of Psychology and Marketing 
from Arizona State University. Visiting 
Professor of Business, Marketing, and 
Psychology for Stanford University and 
University of California at Santa Cruz

● New York Times Bestseller
– Influence: The Psychology of Persuasion
– Yes! 50 Scientifically Proven Ways to Be 

Persuasive  

Key Principles



  

● Reciprocity
– People tend to return a favor
– Ben Franklin Effect
– Free samples in marketing
– Good cop/bad cop

Key Principles



  

● Commitment and Consistency
– If people commit orally or in 
writing to an idea or goal, they 
are more likely to honor that 
commitment

–Establishes that idea or goal 
as being congruent with their 
self-image   

Key Principles



  

● Social Proof
–People will do things that 
they see other people are 
doing 

–Bandwagon Effect

Key Principles



  

● Authority
– People will tend to obey authority figures, 

even if they are asked to perform 
objectionable acts

– Milgram Experiment (shock test)
– Stanford Prison Experiment (guards and 

inmates)
– A uniform produces a type of authority

● Police, Fire Dept, Janitor, Business  
suit

Key Principles



  

● Liking
–People are more easily 
persuaded by other people 
they like

–All things being equal, you 
would rather do business 
with your friends

Key Principles



  

● Scarcity
–Perceived scarcity will 
generate demand

– “Limited time” or limited 
production offers

Key Principles



  

● Unity
–Us vs Them 
– Ingroup bias

Key Principles



  

What examples can you think 
of in your life where you’ve hit 
on some of the key principles 
and bias?

Story Time



  

● Debiasing
– Becoming aware that a cognitive 

bias exists
● Training 

– Videos
– Games
– Testing campaigns 

Countermeasures



  

● The Von Restorff Effect
– An item that sticks out is more 

likely to be remembered than 
other items

Who can recall?



  

● Scrutinize and identify what information 
is sensitive 
–Evaluate its exposure to social 
engineering and breakdowns in 
security systems (building, computer 
system, etc.)

● Establish security protocols/frameworks
–Specify and train personnel 
when/where/why/how sensitive 
information should be handled

Countermeasures



  

● Unannounced performance testing
–Phishing campaigns
–Pentests

● Train employees relevant to their 
position
–E.g. for a janitor in situations such 
as tailgating; if a person's identity 
cannot be verified then employees 
must be trained to politely refuse

Countermeasures



  

● Waste Management
–Using a service that has dumpsters 
with locks

–Limited keys only available to them 
and the cleaning staff 

–Locate dumpsters either in view of 
employees or behind a locked gate

● REVIEW REGULARLY
–

Countermeasures



  

● Pick examples of tactics and countermeasures
● Level 1 Call Filtering – The Old Lady

– Cognitive Dissonance
● Insurance Company Tech Line
● Call Center Callback

– Ingroup bias and Unity principle (intro laugh with 
I won’t tell)

– Risk Compensation/Peltzman Effect and 
reciprocity 

● taking greater risk when perceived safety 
increases (positive survey)

Story Time



  

Thank you
Closing points to remember:

Just because you’re paranoid doesn’t 
mean they aren’t after you

Use FOSS & tell everybody

Email:

Slides@SovereignCyberIndustries.com


